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CAUSES OF COMPUTER PROBLEMS

The probable cause for most computer problems can be divided up
into three groups:

The User

e A very common cause of computer problems is simple user
error. Most user errors are the result of haste or unfamiliarity
with computer programs. The best defense to “user error” is to
receive adequate training in basic computer skills and
application software.

The Software

e Operating system — Windows 95/98/2000/XP, Unix, Linux, etc.

e Application software - MS Word, MS Excel, Internet Explorer,
etc.

The Hardware

e Component - system unit (CPU), monitor, keyboard, mouse,
peripherals, etc.

e Cabling - power cord, network cable, printer cable, etc.
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SOLVING A PROBLEM

Be Prepared

Have a backup of important files - You should always be
prepared for the inevitable. Having a current backup of all of the
important files on your computer is crucial. If something ever goes
wrong, you will always be able to restore your important data.

Make sure there is a Problem

Reboot the computer - The majority of computer problems can
be solved by shutting the computer down and restarting. If possible,
close all programs and shut down the computer properly. Turn the
power off and wait several moments before turning it back on.

Is it plugged in? - Don't laugh, this happens to everyone. It
may be something as simple as connecting the computer to the
electrical wall outlet or something not quite as obvious, such as a
printer or modem cable.

Read the Manual

Make sure you read the installation directions that pertain to the
device that you have. Also, if an installation diskette came with the
device, there is usually a file called README or READ.ME that will
contain the latest information about the device that may not have
been included in the manual.
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Keep a Log

Keep a logbook of every computer problem you encounter so you can
refer to it if the same problem ever occurs again. Make sure you
record the cause and characteristics of the problem, and the solution
to the problem.

Your log should be as detailed as possible including:

e Make and model of the computer.

e Type of operating system and version.

e Version of application software.

e Manufacturer and model of the problem hardware device.
e All other devices that are installed in the computer.

e The events that led up to the problem.

e Any error codes or messages that were displayed.

e What you did to resolve the problem.

Error Messages

Write down any error codes or messages on the screen when the
problem first occurs. In most cases, error codes and/or messages
will give you an indication of what the problem is and depending on
the error, how serious of a problem it is.

e Fatal Error - If you boot up the computer and all it does is
beep at you, you have a fatal error. This means that the error
is severe enough that it will prevent the computer from
starting. This type of error needs to be referred to an
experienced technician.

e Nonfatal Error - If the computer boots up, but displays an
error code or message during the boot up process, then the
problem is probably a monfatal error that in most cases is
easily resolved by checking the configuration files. Technical
support may be able to assist you with this type of problem.
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Can the problem be reproduced?

Before you contact support to help you with a problem, turn off the
computer and any peripheral devices (printers, modems, etc.), and
then turn everything back on. If the original error was caused by a
software application, try accessing the software again to see if you
get the same results.

Simplify the Parts

Try to determine which components are functioning properly. This
will minimize the number of pieces that you have to deal with by
eliminating components and parts that you know are working
correctly.
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BASIC TROUBLESHOOTING

Basic Check List

If your Computer is not functioning properly check the items on this
list first:

1. Make sure the PC is plugged in and turned on (make sure all
components are on: the monitor, the printer)

2. Look for any loose or damaged cables and cords that attach to
your computer.

= Note: Be wary of the electrical hazards. Do not open
up the computer unless you know what you are doing.
There is a risk of electrical shock, and a risk of
damaging the electronic components inside the PC due
to static electricity.

3. Make sure that your floppy drive is empty (normally all floppy
drives should be empty when booting the computer, unless you
want to boot from a floppy disk).

4. If on a network, check with other users of the network in your
area to see if their PC's are functioning normally. Often
network problems can cause a variety of errors when running
applications. The problem may not be with your machine, but
with the network.

5. If all of the above seems to be fine, try turning off the
computer completely and restart it. Sometimes this is enough
to reset the software and network connections and get the
machine back to working order.
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SPECIFIC PROBLEMS

No Power

When you turn on the computer, there is no power. No lights come
on — nothing happens.

What To Look For:

1. Make sure that the power button on the computer and on the
monitor is turned on.

2. Check the cables attached to the back of your computer. Make
sure the power cable is securely plugged into the computer. If
it is only the monitor that will not power up, make sure that the
power cable to the monitor is securely plugged into the back of
the monitor.

3. Check the other end of the power cables to make sure that they
are plugged securely into a wall outlet or power strip.

4. If using a power strip, ensure that the power strip is turned on.

If you have checked all of the above, and there is still no power to
your computer or your monitor, call a computer service technician.
Explain the steps you have taken to try to eliminate the problem.

Note: If you have an extra power cable try replacing the cable to
your CPU or if it is the monitor — replace the Monitor’s power cable.
This is an easy way to save you time and expense.
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Device Not Working

Syskem

One of the devices connected to the computer doesn't
work. This could be a printer, a modem, a scanner, a Zip drive, or
any other devices external to the computer case.

What To Look For:

1. Check the cables that connect the device to the back of your
computer. Make sure they are securely connected.

Try rebooting your computer and trying the device again.

3. If the component does not work after rebooting, and you are
using a Windows machine, take a look at the SYSTEM area in

the Control Panel.

a. Open up the control panel,
double-click on the System
icon, and click on the
“Hardware” tab and the click
the Device Manager
button.
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b. If a specific device has a
problem you should see a
warning symbol next to
the name of the device.
This will indicate that the
PC recognizes that there
is a problem with the
device.

c. Don’t make any
adjustments in this
device area unless you
are sure of what you
doing. Incorrect setting
of devices can cause
problems with the entire
computer.

= Note: This information is good to report to a computer
technician; it will help narrow the source of the problem.
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Specific Printer Issues

1. Paper Jam/Toner - Check to see if there are any error messages
or error lights on the printer. It could be something as simple
as a piece of paper jammed in the printer or a low toner or ink
cartridge.

2. Printer Cable - If the printer appears to be functioning properly,
check the printer cable and make sure the connections are
tight. Also make sure you have the correct type of cable
(parallel or USB) for the printer.

3. Printer Software - If this is a new printer, did you remember to
configure the software in your computer to use this new
printer? There should have been a diskette or CD-ROM with
your printer that contains the setup program.
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Monitor Problems

The light on the monitor comes on, but there is nothing showing on
the screen.

What To Look For:

1. Brightness & Contrast Settings - If your monitor isn't displaying
anything, first make sure that the adjustments for brightness
and contrast are properly set.

2. Cables - Check the cable that runs from the back of the monitor

to the computer. Make sure it is securely connected to the
computer, and that the screws are tightened. Then reboot the
machine.

3. Swapping Monitors - If you have another computer available to
you, try attaching the problem monitor to it and see if it works.
If it does, then you have narrowed the problem down to the
video adapter card in your computer.

= If you have checked all the above, call a computer service
technician. Explain what you have done to troubleshoot the
problem.

PC Troubleshooting
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Files & Programs Slow to Load

It takes longer then it used to load a file or to start a program on the
machine.

What To Look For:

The files on your hard drive may have become fragmented. In cases
of a fragmented hard drive, a program trying to load will have to look
in several different locations for pieces of the file. This can take a
long time.

1. Run the “"Disk Defragmenter” program by clicking on the Start
menu, select Program, select Accessories, select System Tools,
and click on Disk Defragmenter.

& sk Defragmenter [ [f=1 |
Fle Ation  aw  HeD

o |
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=i FAT 573N B3 M S %

Estimat=d digk. usage bsfars defreomentstion:

Eckimabed dis usage after dafragmantation:

. Fragmented fles . Conticuous Hes . Unmorwskls fles D Free space

2. Select the drive to defragment, and click OK.

e The program will physically move the files on your hard drive
so that all the pieces of the file are next to each other. This
will make an improvement in the speed of the computer when
trying to load files. This utility should be run about once a
month to keep your system working at optimum performance.
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HANDLING PC CRASHES

In general, crashes fall into one of two broad categories: hangs and
faults.

Hang

A program hangs when it suddenly stops responding to the system.
Frequently, Your mouse cursor will either freeze in place or
disappear, and clicking your mouse or pressing a key on your
keyboard will accomplish nothing.

RECOVERING FROM A HANG

If you encounter a hang, don’t immediately turn off your computer in
frustration. This action will result in the loss of all unsaved work and
can even damage important Windows files. Often, you can still close
the program causing the problem, and restart the computer properly.

1. Press the Ctrl+Alt+Delete keys simultaneously on your
keyboard.

Windows Task Manager E]@

File Options View Windows ShutDown Help

= If nothing happens, you're out of
luck and will most likely be forced to |
simply tu rn the Computer Off. ‘-';']PCTrouh\eshooting[CompatibilityMode]-Mic..‘iRunning

I\%]Documentl - Microsoft Word non-commercial ... Running
I word Version Running

#pplications | Processes | Performance | Networking | Users

2. A dialog box will open, looking like the
one shown below.

= A list all of the programs currently
running on your computer is < 5
displayed. The program that hung (Cammrse ) Castnto ) (pwros ]
will be followed by the words “not Procesis: 6 CPULsage! 0% Comme Chargas st | 3451

responding.”

3. Click to select the program, and click the End Task button.
This should shut down the offending program. You still may
lose any unsaved work. Click the End Task button on the
message box again to close the program not responding.

4. Close down all other programs, and restart the computer.

PC Troubleshooting 13



Fault

When a fault occurs, a message box pops up with the words “An
error has occurred in your application...” The error message box
may give you the option to ignore the problem and attempt to save
your work, or close the program immediately.

More severe problems will not give you an option. A message similar
to the following will appear: “This program has performed an
illegal operation and will be shut down...” In this case, any
unsaved work in the program causing the problem will be lost and
the program will shut down.

The worst cases bring up the infamous "blue screen of death";
basically the entire screen turns blue and an error message appears
beginning with “A fatal exception has occurred...” This usually
results in the loss of all unsaved work in all open programs.

HANDLING A FAULT

If you encounter a fault, before you do anything:

1. Click the Details button on the dialog box that appears and
write everything down exactly as you see it.

2. Save this information where you can find it. Make sure you
write down what type of fault occurred, even if this information
means nothing to you. The information is important to a
computer service technician if they need to be called.

= A recurring problem in the same program or device driver will
pinpoint the problem to a specific program or piece of
hardware. By keeping an ongoing record, you can contact the
manufacturer of that program or device and your chances of
eliminating the root cause are much enhanced.

Important: Any time that you successfully close down a problem
program after a hang or a fault, save all your work in the remaining
open programs, close them, and restart the computer. Although
everything may seem fine, the problems can cause the system to be
unstable and could lead to more problems.
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VIRUS AND SPYWARE

What is a Virus?

A computer virus is a piece of code that is secretly introduced into a
system in order to corrupt it or destroy data. Often viruses are
hidden in other programs or documents and when opened, the virus
is let loose.

Virus can spread from one computer to another (in some form of
executable code) when it is taken to the target computer; for
instance because a user sent it over a network or the Internet, or
carried it on a removable medium such as a floppy disk, CD, or USB
drive. Viruses can increase their chances of spreading to other
computers by infecting files on a network file system or a file system
that is accessed by another computer.

Most personal computers are now connected to the Internet and to
local area networks, facilitating the spread of malicious code. Today's
viruses may also take advantage of network services such as the
World Wide Web, e-mail, Instant Messaging and file sharing systems
to spread.

It is highly recommended that users install one anti-virus software on
their computer so it can detect and eliminate known viruses after the
computer downloads or runs the executable.

What is Spyware?
Free Anti-virus and
Spyware Programs
available for download
on the Internet:

Spyware is computer software that secretly
monitors the user's behavior, the functions
of spyware extend well beyond simple
monitoring. Spyware programs can collect
various types of personal information, such
as Internet surfing habits, sites that have
been visited, but can also interfere with
user control of the computer in other ways, AVG Anti-virus
such as installing additional software, and http://free.avg.com
redirecting Web browser activity.

Avira AntiVir
Anti-virus
www.free-av.com

Ad-Aware Spyware
Removal

is k h
Spyware is known to change computer http://lavasoft.com

settings, resulting in slow connection
speeds, different home pages, and/or loss

of Internet or functionality of other
programs.
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PHISHING

What is phishing?

Phishing is a scam where Internet fraudsters send spam or pop-up
messages to lure personal and financial information from
unsuspecting victims. To avoid getting hooked:

e Don't reply to email or pop-up messages that ask for personal or
financial information, and don't click on links in the message.

e Don't cut and paste a link from the message into your Web
browser — phishers can make links look like they go one place,
but that actually send you to a different site.

e Some scammers send an email that appears to be from a
legitimate business and ask you to call a phone number to update
your account or access a "refund." Because they use Voice over
Internet Protocol technology, the area code you call does not
reflect where the scammers really are. If you need to reach an
organization you do business with, call the number on your
financial statements or on the back of your credit card.

e Use anti-virus and anti-spyware software, as well as a firewall,
and update them all regularly.

e Don't email personal or financial information.

e Be cautious about opening any attachment or downloading any
files from emails you receive, regardless of who sent them.

e Forward phishing emails to spam@uce.gov — and to the
company, bank, or organization impersonated in the phishing
email. You also may report phishing email to
reportphishing@antiphishing.org. The Anti-Phishing Working
Group, a consortium of ISPs, security vendors, financial
institutions and law enforcement agencies, uses these reports to
fight phishing.

e If you've been scammed, visit the Federal Trade Commission's
Identity Theft website at www.ftc.gov/idtheft

Online Resources:
www.onguardonline.gov
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CONTACTING TECHNICAL SUPPORT

When Should I Call?

Almost all PC's will have an occasional problem. The occasional hang
or fault, if recovered from with no further problem, is not a big
concern. It is when the problem occurs fairly often that repairs may
need to be done. A computer technician should attend to any
reoccurring problems.

Before Calling...

When you call a company’s technical support line, you should have
some basic information about your computer readily available in case
the support person requests it. The following is a list of some
common questions that the support person may ask you:

e Make and model of your computer

e Manufacturer and version of your computer’s BIOS
e Operating system and what version level

e Total and available RAM memory

e Type of network and what version number

e Version and license/serial number of the software
e Model and serial number of the hardware device

e Other devices in the computer

e Programs loaded

e Events that led up to the problem

e Error codes or messages displayed

Note: If at all possible, try to be at your computer when you call.
They may ask you to try some things to resolve the problem over the
phone.

PC Troubleshooting
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Online Support and Drivers

There is another type of technical support available to you if you
have access to the Internet. Most of the major hardware and
software manufacturers have web pages available on the World Wide
Web.

Your computer may need new drivers which are small programs that
allow a computer to communicate with and control a device. The
manufactures web site will have drivers free for you to download and
install under their Support web page.

The following is a list of useful sites when troubleshooting your
computer:

Company Web Site

3Com www.3com.com
Compaq WWW.compag.com
Computer Associates WWW.Cai.com
Creative Labs www.creaf.com
Dell www.dell.com
Fujitsu www.fujitsu.com
Gateway 2000 www.gateway.com
Hewlett Packard www.hp.com

IBM wWwWWw.ibm.com
Lotus www.lotus.com
Intel www.intel.com
McAfee www.mcafee.com
Microsoft www.microsoft.com
NEC WWWw.nec.com
Novell www.novell.com
Oracle www.oracle.com
Seagate www.seagate.com
Sun WWW.Ssun.com
Symantec WWW.symantec.com
Toshiba www.toshiba.co.jp
Western Digital www.wdc.com

omplete Exercise 1
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EXERCISES
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XERCISE T — TROUBLESHOOTING...

What are the three causes of computer problems?

Why is it important to have a backup of the files on your
computer?

What is a startup disk used for?

What do you do first when you receive an error message?

What are some things you would check if your computer won't
turn on?

What are some things you would check if you couldn’t see
anything on the monitor?

Your printer stops working... what do you check first?

Where could you check to see if a device is functioning
properly?

Before calling Technical Support, what information should you
have readily available?
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Notes

PC Troubleshooting

21



B Hang.....cooeviiiiiiinennee 13

Basic Troubleshooting ..................... 7 M

C Monitor Problems.........ccccevevnnirene. 11

Causes of Computer Problems ......... 3 N

Contacting Technical Support . 15, 16, NO POWer ....cocvvviiriiiiicici e, 8
17 Nonfatal Error.......ccccevevveiiivnniennnnn, 5

D o)

Device Not Working .........cccevuvreennnn. 9 Online Support.....cccoceevieieenninrennnnn. 18

B )Y 18 P

E PHISRING «verevreeereeeseereeeseeeseeseeeseenas 16

Error Messages........covvvvunienniiinninnnn, 5 S

F Solving a Problem ..........ccceeeviivnnns 4

Fatal Error......ccveevveveieeeec e, 5 Specific Printer Issues ................... 10

Fault ..coveiieeeee e 14 SPYWArE ..cuviieiiiniern s sra e e 15

Files & Programs Slow................... 12 v

H VIFUS ©oeeeeeeeeeeseeeseeeseseseeesen s 15

Handling PC Crashes..........cccceo.eee. 13

PC Troubleshooting 22



